Implementing 3-D Secure 2.2 authentication
using the SDK

Correct authentication via 3-D Secure 2.2 on a merchant's page can be implemented using the SDK.

The 3DSWebSDK is a lightweight JavaScript that allows merchants to easily invoke 3DS Method and Challenge Request messages for
browser-based transactions.
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Installing the Web SDK

To install 3DSWebSDK, you need to import the ready-made JavaScript into your enterprise's HTML page.

Installation

<! DOCTYPE htm >

<html >
<head>

<scri
</ head>
<body>
</ body>
</ htnm >

pt src="nca- 3ds-web-sdk.js" type="text/javascript" />

The script will attach the 3DSWebSDK to the JavaScript window object.

The 3DSWebSDK object contains the following operations:

Operation

init3DSMeth
od

createlframe
AndInit3DS
Method

init3DSChall
engeRequest

createIFram
eAndInit3DS
ChallengeRe
quest

getBrowserD
ata

Description

Creates an HTML structure and attaches a form with a single input (threeDSMethodData) and automatically submits it
to the threeDSMethodUrl.

Creates an iFrame with an HTML structure and attaches a form with a single input (threeDSMethodData) and
automatically submits it to the threeDSMethodUrl and attaches the frame to the container. If specified, a callback will
be executed when the frame is loaded. Additionally, an optional timeout duration and timeout callback can be
specified to handle cases where the ACS does not complete the 3DS Method in time.

Creates an HTML structure and attaches a form with a single input (creq) and automatically submits it to the acsurl.

Creates an iFrame with an HTML structure and attaches a form with a single input (creq) and automatically submits it
to the acsUrl and attaches the frame to the container. If specified, a callback will be executed when the frame is
loaded. Additionally, an optional timeout duration and timeout callback can be specified to handle cases where the
ACS page is not loaded in time.

Collects browser-specific data (browserJavaEnabled, browserJavascriptEnabled, browserLanguage, browserColorDepth,
browserScreenHeight, browserScreenWidth, browserTZ, browserUserAgent) can be used initially to populate the
corresponding parameters in the payment request via the silentpay interface.

Technical documentation

Documentation

/**
* Attach all
*/

nmet hods to wi ndow.


https://payments.paysec.by/template/scripts/nca-3ds-web-sdk.js

| et

*/

nca3DSWebSDK = {};

Creates an ifranme, attach it to the rootContainer and subnmt 3DS Method form

@aram t hreeDSMet hodUrl - a FQDN endpoint to subnit the 3DS Method request
@ar am t hr eeDSMet hodDat a - Base64- encoded 3DS Met hod Data val ue

@aram franeNanme - name of the frame container. if not set it will be set to 'threeDSMethodl Framne'

@ar am r oot Cont ai ner - the container where the ifrane will be attached to.
If not set defaults to the JavaScript docunent.body o

@ar am onFr aneLoadCal | back - cal | back function attached to the iframe. onl oad

@ar am ti meout Seconds - tineout in seconds (default: 0 = no tineout)

@ar am onFr aneTi meout Cal | back - cal | back function called when tineout occurs

@hrows {Error} - throws error if there is a validation error

@eturns {HTM.I FranmeEl enent} - returns the generated ifranme el enent

nca3DSWebSDK. cr eat el f raneAndl ni t 3DSMet hod = creat el franeAndI ni t 3DSMet hod;

/**

*

Initiates a 3DS Method request and submits the formthe 3DS Method URL. It will

cont ai ner

*

*

*

*

*

when initiating a 3DS Met hod request.

@ar am t hreeDSMet hodUrl - a FQDN endpoint to subnmit the 3DS Method request
@ar am t hreeDSMet hodDat a - Base64- encoded 3DS Met hod Data val ue.
@ar am container - the iframe container where the formw || be attached to.

' nane'

*
*

*

*/

attribute set
@hrows {Error} - throws error if there is a validation error
@eturns {HTM.I FraneEl enent} - the container

nca3DSWebSDK. i ni t 3DSMet hod = i ni t 3DSMet hod;

| **
*
*
*
*
*

'
*
*

*

*/

name

Initiates a 3DS Chal | enge request and submts the formthe ACS URL.

@aram acsUrl - the FQDN URL to subnit the Chall enge Request

@aram creqbDat a - Base64-encoded Chal | enge Request

@ar am container - the iframe container where the formw |l be attached to.
attribute set

@hrows {Error} - throws error if there is a validation error

@eturns {HTM.I FranmeEl enent} - the container

nca3DSWebSDK. i ni t 3DSChal | engeRequest = i ni t 3DSChal | engeRequest ;

*/

nca3DSWebSDK. cr eat el Fr aneAndl ni t 3DSChal | engeRequest = creat el FraneAndl ni t 3DSChal | engeRequest ;

| **
*

*

Creates an iframe, attach it to the rootContainer and submts 3DS Chall enge
@aram acsUrl - the FQDN URL to subnit the Chall enge Request
@ar am creqbDat a - Base64-encoded Chal | enge Request
@ar am chal | engeW ndowSi ze - EMVCo assi gned w ndow si ze.
‘01" -> 250px x 400px,
02" -> 390px x 400px,
'03' -> 500px x 600px,
'04'" -> 600px x 400px,
'05'" -> Full screen, or full container content

bj ect
event

The cont ai ner

The cont ai ner

Request .

automatically hide the

must have the

nmust have the

@aram franeNane - nane of the frame container. if not set it will be set to 'threeDSCReql Frane'

@ar am root Contai ner - the container where the iframe will be attached to.
If not set defaults to the JavaScript docunent.body o

@ar am onFr aneLoadCal | back - cal |l back function attached to the ifrane. onl oad

@ar am ti meout Seconds - tineout in seconds (default: 0 = no tineout)

@ar am onFr aneTi meout Cal | back - cal | back function called when tineout occurs

@hrows {Error} - throws error if there is a validation error

@eturns {HTM.I FraneEl enent} - returns the generated iframe el enent

Col | ects browser-specific data.

bj ect
event



* @eturns {Cbject} An object containing various properties about the user's browser and device.

* @roperty {bool ean} browserJavaEnabl ed - Whether Java is enabled in the browser.

* @roperty {bool ean} browserJavascri pt Enabled - A ways true; indicates JavaScript is functioning.
* @roperty {string} browserlLanguage - The browser's preferred | anguage setting (e.g., 'en-US").

* @roperty {nunber} browserCol orDepth - Screen color depth in bits per pixel.

* @roperty {nunber} browserScreenHei ght - Total height of the screen in pixels.

* @roperty {nunber} browserScreenWdth - Total width of the screen in pixels.

* @roperty {string} browserTZ - Time zone of the browser in IANA format (e.g., 'Anmerical/New York').
* @roperty {string} browserUserAgent - The full User-Agent string of the browser.

*/

nca3DSWebSDK. get Browser Dat a = get Browser Dat a;

wi ndow. nca3DSWbSDK = nca3DSWebSDK;

init3DSMethod Request - Example

init3DSMethod

<! DOCTYPE htm >
<html | ang="en">
<head>
<meta charset="UTF-8">
<script src="nca-3ds-web-sdk.js" type="text/javascript"></script>
<title>nit 3DS Method - Exanple</title>
</ head>
<body>
<l-- The first exanple shows how to generate a formand attach to an already defined ifrane -->
<iframe name="ifraneContainer" id="iframe"></iframe>

<l-- In the second exanple it will generate an ifrane and attach to the #franeContai ner elenent -->
<di v id="frameCont ai ner"></di v>

<script type="text/javascript">
iframe = document.getEl enentByld('iframe');
franmeCont ai ner = docunent . get El enent Byl d(' f rameCont ai ner' ) ;
nca3DSWebSDK. i ni t 3DSMet hod(' htt p://exanpl e. conl, 'base64- encoded- 3dsnet hod-request', ifrane);

nca3DSWebSDK. cr eat el f r aneAndlI ni t 3DSMet hod(
"http://exanple.com,
' base64- encoded- 3dsnet hod- r equest ',
't hr eeDSMet hodl Fr aneCont ai ner ',
f rameCont ai ner,
0 =1

console.log('Ifrane | oaded, formcreated and submtted');
}

)

</script>

</ body>
</ htm >

init3DSMethod Request with Timeout - Example



init3DSMethod with Timeout

<! DOCTYPE htm >

<htm | ang="en">

<head>
<meta charset="UTF-8">
<script src="nca-3ds-web-sdk.js" type="text/javascript"></script>
<title>nit 3DS Method with Tineout - Exanple</title>

</ head>

<body>

<di v id="nmet hodFraneW t hTi meout " ></ di v>

<script type="text/javascript">
const nethodCont ai ner = docunent. get El ement Byl d(' net hodFr aneW t hTi neout' ) ;

/1 3DS Method with 10 second tineout
nca3DSWebSDK. cr eat el f rameAndl ni t 3DSMet hod(
"http://exanpl e. com 3dsnet hod',
' base64- encoded- 3dsnet hod- r equest ',
' met hodl Fr aneTi neout ',
met hodCont ai ner,
() =>{
consol e. | og(' 3DS Met hod conpl eted successfully');

b
10, // 10 second ti neout
) =>{
consol e.l og(' 3DS Method timed out after 10 seconds');
}
)

</script>

</ body>

</htm >

init3DSChallengeRequest - Example



init3DSChallengeRequest

<! DOCTYPE htm >
<htm | ang="en">
<head>
<meta charset="UTF-8">
<script src="nca-3ds-web-sdk.js" type="text/javascript"></script>
<title>nit 3DS Chal |l enge Request - Exanple</title>
</ head>
<body>
<l-- This exanple will show how to initiate Chall enge Reqeuests for different wi ndow sizes. -->
<di v id="frameCont ai ner 05" ></ di v>

<script type="text/javascript">
cont ai ner05 = docunent. get El enent Byl d(' f raneCont ai ner05') ;

nca3DSWebSDK. cr eat el Fr anmeAndl ni t 3DSChal | engeRequest (
"http://1ocal host: 8080/ acs/chal |l enge',
' base64- encoded- chal | enge-request ',
'05',
't hr eeDSCReq05" ,
cont ai ner 05,
) =>{

console.log('Ifrane | oaded, formcreated and submtted');
}

)

</script>

</ body>
</ htnm >

init3DSChallengeRequest with Timeout - Example



init3DSChallengeRequest with Timeout

<! DOCTYPE htm >
<htm | ang="en">
<head>
<neta charset="UTF-8">
<script src="nca-3ds-web-sdk.js" type="text/javascript"></script>
<title>nit 3DS Chall enge Request with Tineout - Exanple</title>
</ head>
<body>
<di v id="chal | engeFrameW t hTi neout " ></di v>

<script type="text/javascript">
const chal | engeCont ai ner = docunent. get El enent Byl d(' chal | engeFrameW t hTi meout ' ) ;

/1 3DS Challenge with 60 second tinmeout
nca3DSWebSDK. cr eat el Fr anmeAndl ni t 3DSChal | engeRequest (

"http://1ocal host: 8080/ acs/chal |l enge',

' base64- encoded- chal | enge-request ',

‘03",

' chal | engel FranmeTi neout ',

chal | engeCont ai ner,

) =>{

consol e. 1 og(' Chal | enge authentication conpl eted successfully');

},
60, // 60 second tineout
() =>{
consol e. 1l og(' Chal |l enge authentication timed out after 60 seconds');
}
)

</script>

</ body>

</htm >

To implement 3-D Secure authentication methods on merchant pages, you can use a ready-made SDK.
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