OwnarHocTtmpoBaHue ceTeBbix npobnem B
onepaunoHHou cucrteme Linux (Ubuntu)

[N AMarHOCTUPOBAHUSA BO3MOXHbIX CeTEBbIX NPO6/IEM peKOMEeHAYEeTCS OCYLLEeCTBUTL Cleayowmne AencTBus :

lMpoBepka HacTpoek ceTeBbIX MHTepdencoB
lMpoBepka MapLpyTmsauum

lMpoBepka AaTbl U BpEMEHMU

[MpoBepka gocTynHocTn cepeepa Assist
Mposepka paboTbl cnyx661 DNS

lMpoBepka oTBeTOB cepBepa Assist

lpoBepka AOCTYNHOCTM nopTta cepeepa Assist
lMpoBepka MapwpyTusaummn 4o cepsepa Assist
[OunarHoctuka cnyx6bl DNS

MpoBepka HaCTpoekK ceTeBbiX MHTep(encoB

[MpoBepuTb TEKyLme HaCTpOl‘/'IKVI CeTeBbIX MHTep(bel‘/'ICOB MOXHO C NOMOLLbKO KOMaHAbl B TEPMUHANE!

sudo ifconfig

[MprMep BbINOSIHEHUSA KOMaHAbI:

user@pc:~% sudo ifconfig
enpBs3: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1560
inet 18.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fe80::83ce:7b87:bbdf:2d89 prefixlen 64 scopeid 0x20<link=
ether 08:00:27:8b:42:8e txqueuelen 10080 (Ethernet)
RX packets 1214 bytes 849748 (849.7 KB)
RX errors @ dropped @ overruns @ frame 0
TX packets 734 bytes 86559 (86.5 KB)
TX errors @ dropped © overruns @ carrier 8 collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host=
loop txqueuelen 10080 (NlokansHaa netna (Loopback))
RX packets 270 bytes 23734 (23.7 KB)
RX errors @ dropped @ overruns @ frame 0
TX packets 2780 bytes 23734 (23.7 KB)
TX errors @ dropped © overruns @ carrier 8 collisions @

Mpumep owmnbkn:

user@pc:~5 sudo ifconfigg

sudo: ifconfigg: kKomaHpga He HaWgeHa

NMpoBepka MapwpyTusaLumm

BbiBECTW Ha 3KpaH BCe COAepXMUMOoe Tabnuubl IP-mMapLpyTM3aumm MOXHO C MOMOLLbIO KOMaHAbl B TeEpMUHane:

sudo route -n

MpvMep BbINOSHEHUSI KOMaHAbI:
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user@pc:~5 sudo route -n

Tabnuuya MapuyTW3auuW Aagpa npoTokona IP

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 10.0.2.2 0.0.0.0 UG 100

10.0.2.0 0.0.0.0 255.255.255.0 ] 100
169.254.0.0 0.0.0.0 255.255.0.0 U 1000
user@pc:~5

Mpumep ownbku:

user@pc:~S sudo route n
Mcnone3oBaHuwe: route [-nNvee] [-FC] [<AF>] OTobpa3nTe Tabavuy MapupyTW3audd Agpa
route [-v] [-FC] {add|del|flush} ... W3MeHuWTb Tabnuuy MapupyTW3auwu ana AF.

route {-h|--help} [<AF>] QJdeTaneHoe ONWCaHWE MCMNONMb30BaHWE YKa3aHHOW AF.
route {-V|--version} OTobpa3nTe BepcMW/aBTOpPa WM BLIATH.

-v, --verbose Gonee geTanbHuil BwBOA
-n, --numeric He npeobpasoBwBaTh afpeca B WMEHa
e, --extend oTobpaxaTe Apyryw/fonbwe MHPOpMaLMK
-fib otobpa3uTe wHbopMmauww dopeapauHra basw (Mo yMoAYaHWK)
, --cache oTobpa3uTe K3u MapupyTW3auuWK BMmecTo FIB

<AF>=Use -4, -6, '-A =<af>' or '--<afs'; default: inet

CNMCOK BO3MOXHBIA ajflpeCHBIX CeMeACTB (KOTOpbEe NOoJAAEepXMBaHT MapupyTH3aLWo):
inet (DARPA Internet) ineté (IPv6) ax25 (AMPR AX.25)
netrom (AMPR MNET/ROM) ipx (Novell IPX) ddp (Appletalk DDP)
x25 (CCITT X.25)

MpoBepka aaTbl U BpeMEeHMU
BbiBecTun TEKYLLYO AaTy U BpeMd, a TaKXxe 4acoBOMW MOSIC B CUCTEME MOXHO C MOMOLW b KOMaHAbl B TEPMUHanNe:

date; date +"% %"

[MpMep BbINOSIHEHNSA KOMaHAbI:

user@pc:~5 date ; date +"%Z %z"
NT anp 24 21:32:58 MSK 2028

MSK +8300

Mpumep ownbKU:
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user@pc:~5 datee; datee +"%Z %z"

Command 'datee' not found, did you mean:
command 'date' from deb coreutils

Try: sudo apt install <deb name=

Command 'datee' not found, did you mean:
command 'date' from deb coreutils

Try: sudo apt install <deb name=

MpoBepka AOCTYNHOCTU cepBepa Assist

[ina NpoBepKMn LLeNOCTHOCTU U KayecTBa COeANHEHUsI C CepBepoM payments.paysec.by ucnonb3yeTcs KoMaHaa B TepMUHane:

ping -c 10 paynents. paysec. by

[MpMep BbINOSIHEHNA KOMaHAbI:

:~$ ping -c 10 payments.paysec.by
PING 172up.x.incapdns.net (45.60.39.75) 56(84) bytes of data.
bytes from 45.60.39.75 (45.60.39.75): icmp_seg=1 tt1=59 time=61.1
bytes from 45.60.39.75 (45.60.39.75): icmp_seg=2 ttl=59 time=61.3
bytes from 45.60.39.75 (45.60.39.75): icmp_seg=3 ttl=59 time=52.5
bytes from 45.60.39.75 (45.60.39.75): icmp_segq=4 ttl=59 time=54.6
bytes from 45.60.39.75 (45.60.39.75): icmp_seq=5 ttl1=59 time=51.2
bytes from 45.60.39.75 (45.60.39.75): icmp_seq=6 ttl=59 time=61.8
bytes from 45.60.39.75 (45.60.39.75): icmp_seq=7 ttl=59 time=57.3
bytes from 45.60.39.75 (45.60.39.75): icmp_seq=8 ttl=59 time=51.0
bytes from 45.60.39.75 (45.60.39.75): icmp_seq=9 ttl=59 time=80.4
bytes from 45.60.39.75 (45.60.39.75): icmp_seq=10 ttl=59 time=103

--- 172up.x.1incapdns.net ping statistics ---
10 packets transmitted, 10 received, 0% packet loss, time 9004ms
rtt min/avg/max/mdev = 50.994/63.383/102.639/15.420 ms

MpvMepb! oWNBOK:

S ping -c 10 payments.paysec.by
payments.paysec.by: BpemeHHb cbon B DEeLeHNn UMeH

S ping -c 10 payments.paysec.by
ping: payments.paysec.by : HeussecTHoe uma wam cnyxba
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MpoBepka pa6oTbl cny»x6b1 DNS

Onsa pnarHoctmku cnyx6bl DNS, npoBepku DNS 3anuceli cepBepa payments.paysec.by n o6HapyxeHus npobnem, CBA3aHHbIX C
pa3peleHnemM nMeH B cucteme DNS ncnonb3yercs KoMaHaa B TEpMUHanNe:

nsl ookup paynents-direct. paysec. by

MpuMep BbINONHEHUSI KOMaHAbI

:~$ nslookup payments-direct.paysec.by
127.0.0.53
127.0.0.53#53

Non-authoritative answer:

NERER payments-direct.paysec.by
Address: 195.50.5.68
Name: payments-direct.paysec.by
Address: 195.50.5.67

Mpumep ownbkuU:

:~$ nslookup payments-direct.paysec.by
127.0.0.53
127.0.0.53#53

** server can't find payments-direct.paysec.by: SERVFAIL

1 B cnyyae ownbkn 06 oTcyTCTBMM NakeTa nslookup HeobxoaMMo yCTaHOBMTL MakeT KoMaHzoi - apt-get install dnsutils -y.

B RHEL/Centos - yum install bind-utils.

NMpoBepka oTBeTOB cepBepa Assist

Onsa pyuarHoctuku cnyx6bl DNS, npoBepku DNS 3anuceli cepBepa payments.paysec.by ucnonb3yeTtcsa koMaHAa B TepMUHane:

nsl ookup paynents. paysec. by

MpvMep BbINOSHEHUSI KOMaHAbI:
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:~$ nslookup payments.paysec.by
Server: 127.0.0.53
Address: 127.0.0.53#53

Non-authoritative answer:

payments.paysec.by canonical name = fe-gatel.paysec.by.
fe-gatel.paysec.by canonical name = i72up.x.incapdns.net.
Name:  172up.x.incapdns.net

Address: 45.60.39.75

Mpumep owmnbku:

:~S nslookup payments.paysec.by
Server: 127.0.0.53
Address: 127.0.0.53#53

** server can't find payments.paysec.by: SERVFAIL

MpoBepka AOCTYNHOCTU NOpTa cepBepa Assist

[ns npoBepku AoCTynHOCTU 443 nopTta (HTTPS) cepBepa payments.paysec.by U3 ceTu nosb3oBaTesns MpUMeEHSEeTCs KoMaHaa B TepMUHas

tel net -e q paynments. paysec.by 443

B cnyyae ycnewHoro BbIMOAHEHNS KOMaHAbl AN BbIX04A HaXaTb ¢, NOTOM elle pa3 g u Enter.

MpvMep BbINOSHEHUSI KOMaHAbI

:~$ telnet -e q payments.paysec.by 443
Telnet escape character is 'q'.
Trying 45.60.39.75...
Connected to 172up.x.incapdns.net.
Escape character is 'q'.
q
telnet> g
Connection closed.

Mpumep owmnbkn:

:~$ telnet -e q payments.paysec.by 443
Telnet escape character is 'q'.

telnet: could not resolve payments.paysec.by/443: Temporary failure in name resolution

MpoBepka mapwpyTusauum Ao cepeepa Assist

[Ana onpeneneHna MaplpyTa, TO eCTb MyTU NMPOXOXAEHUA NAaKETOB [0 cepBepa payments.paysec.by MCNOJIb3yeTCA KOMaH4a B TEPMUHANE

ntr -r payments.paysec. by
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1 B apyrux auctpmnbytusax Linux MOXHO Ucrnosib3oBaTh KOMaHAy traceroute payments.paysecure.by

MpvMep BbINONHEHUSI KOMAaHAbI

:~$ mtr -r payments.paysec.by
Start: 2022-03-23T11:43:34+0300

Loss% Wrst StDev
_gateway 0.0% . : .0 102.9 34.

6
81.9.96.225 0.0% g 2 .7 105.8 35.9
81.9.0.77 0.0% : - : 42.8 16.3
catOl-eltel.spb.gldn.net 0.0% : : .5 89.2 32.8
MX01.Stockholm.gldn.net 30.0% . : .2 101.7 30.3
8-2-4-102.ear2.Stockholm2 90.0% ! ; 4 17.4 0.0
4.69.162.181 10.0% : : 2 125 .2 7.4
213.19.203.66 0.0% . : T 167.3 36.6

9 9

45.60.39.75 0.0% : . .00 55. 3.

Mpumep owmnbku:

:~S mtr -r payments.paysec.by

mtr: Failed to resolve host: payments.paysec.by: Temporary failure in name resolution

AnarHoctuka cny>k6bl DNS

Onsa pnarHoctuku cnyx6bl DNS ncnonb3yeTca koMaHAa B TeEpMUHane:

i p1="nsl ookup paynents. paysec.by | grep Address | sed -n '2p' | cut -d: -f2°; nane_answer="nsl ookup paynents.
paysec.by | grep Name | cut -d: -f2°; ip2="nslookup $nanme_answer ns6.incapdns.net | grep Address | sed -n '2p'
| cut -d: -f2°; [[ $ipl == $ip2 ]] &k echo 'true' || echo 'false'

Ecnv nocsnie BbINOSIHEHUS KOMaHAbl BbIBOAWUTCS 3HauyeHue true (CM. npumep Huxe), To cnyx6a DNS paboTaeT KOppeKTHO.

Ecnn nocne BbINOMHEHMS KOMaHAbl BbIBOAMTCS 3HayeHue false , To pekoMeHAyeTCst BbIMOHUTL AeNCTBUS. ONUCaHHble B pa3aene "PelleH
ne npobnem".

MpuMep BbINOMHEHUS KOMaHAbI:

:~S 1pl= nslookup payments.paysec.by | grep Address :
name_answer="nslookup payments.paysec.by | grep Name | cut -d: f2 A Lp2=" nslookup $name

answer ns6.incapdns.net | grep Address | sed -n '2p' | cut -d: -f2°; [[ $ipl == S$ip2 ]1] &
& echo 'true' || echo 'false'
true

Mpumep ownbku:

:~S 1pl= nslookup payments.paysec.by | grep Address
name_answer="nslookup payments.paysec.by | grep Name | cut -d: -f2°; ip2=" nslookup $name
answer ns6.incapdns.net | grep Address | sed -n '2p' | cut -d: -f2°; [[ $ipl == Sip2 ]] &

& echo 'true' || echo 'false'
false
[1]+ 3asepuwéH [[ Sipl == Sip2 ]]

HaBepx


https://docs.assist.ru/pages/viewpage.action?pageId=58950277
https://docs.assist.ru/pages/viewpage.action?pageId=58950079
https://docs.assist.ru/pages/viewpage.action?pageId=58950079

	Диагностирование сетевых проблем в операционной системе Linux (Ubuntu)

